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1. OBIIHE ITOJIOKEHHUSA
1.1. Hacrosimiee mnonokeHue ompenenseT IenH, 3ama4d ¥ (YHKIUU OTjeNa
uHpopmanMonHoii  GesomacHoctH  (manee —  OWB), o6ecneunsaromniero
vHbOpPMalMOHHYI0 Ge3omacHocTe TynbCKOro rocCyqapCTBEHHOIO —yHHBEpPCHTETA
(manee — YHHBEPCHTET).
1.2. OCHOBHBIMH JOKYMEHTAMH, PErIaMeHTHPYIOLIUMH JEATEIbHOCTh OT/eNa,
SABJISIOTCA:

e ®@enepanenpiii 3akoH oT 29.12.2012 Ne273-®3 «O6 obOpasoBanuu B
Poccuiickoit @enepaunu;

e OenepanbHbii 3akoH 0T 25.12.2008 Ne273-®3 «O mnporuBopeicTBUM
KOPPYTILHH»;

o O@enepanbHblii 3akoH oT 06.03.2006 Ne35-®3 «O nporuBoaeiicTBUM
TEPPOPHU3MY»;

¢ @enepanbHbii 3akoH oT 27 mong 2006 r. Ne 149-@3 «0O6 undopmanuy,
UH(DOPMAIIMOHHBIX TEXHOJIOTUAX U O 3aluTe HHPOPMALHNY;

o @epepanbHbii 3akoH oT 27 miona 2006 r. Ne 152-®3 «O nepcoHanbHBIX
TAHHBIX»),

o ®denepanbHeiii 3akoH 0T 26 mons 2017 r. Ne 187-®3 «O 6e3omacHocTH
KpUTHYeCKO! MH(OpMauoHHON nHppacTpyKTypsl Poccuiickoit ®enepauuny»;

e Vka3 IIpesnnenta Poccuiickoit @enepanuu ot 1 mas 2022 r. Ne 250 «O
JOTOJIHMTENBHBIX Mepax 1Mo obecrevyeHHI0O HHPOPMAMOHHOM Ge30macHOCTH
Poccuiickoit ®enepanun»

e HopMaTuBHbIE TNpPaBOBbIE NOKYMEHTbI, peryaupykoumme chepy 3aliuThl
NEPCOHANBHBIX JaHHBIX, 3aIMTEl HHPOPMALIH, HE COCTABIIIONIEH rOCY1apCTBEHHYIO
TaliHy, COJepXallelics B  TOCYAAaPCTBEHHBIX HHQOPMALIMOHHBIX  CHCTEMAX,
obecrieyenns 6€30aCHOCTH KPUTHYECKOH HHPOPMALIHOHHOM HHMPACTPYKTYPEI.

e YcraB YHHBepCHTETa,

¢ [lomuruka u nenu ®I'BOY BO TynI'Y B obnacti kayecTBa, CTaHAApThI
CHCTeMBl MeHe/kMeHTa kauectBa Tynl'Y u pmoxymeHTHpoBaHHas wHH(OpPMaLMs
YHUBEPCHTETA B paMKaX JEATEIBHOCTH MOJpa3zieIeHus;

e Pemenus VYuéHoro coBsera VYHHMBEpCHTETa, [pHKasbl peKTopa U
pacnopsiKeHHs: IPOPEKTOPOB;

¢ [lonoxeHue o 3amuTe uHGOPMALINH;

e [lonuTHka B oTHOLMIEHUH 06pabOTKH MEPCOHANBHBIX IaHHBIX;

e [IpaBuna 00paboTKH NEepCOHANBHBIX AaHHBIX;

¢ JIO/IDKHOCTHBIE HHCTPYKLMU pabOTHHKOB OTHENA.

1.3. OMb 06pa3oBan B COOTBETCTBHH C PHKAa30M PEKTOpa yHUBEpCHTETa OT 02
asrycra 2007 roga Ne 1160.
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1.4.0Ub  sBuasercs  CTPYKTYPHBIM nofpasfieNleHHeM  YTpaBleHus
uubposu3aimu (zanee — Y1I).

1.5. OMB mnopuunsercs HavyanbHUKY YL, paboTHHKY, OTBETCTBEHHOMY 3a
obecrieyeHre HHGOPMALHOHHONH 6€30MaCHOCTH B Y HUBEPCHUTETE.

1.6. OB Bo3rnaBiseTcss HayaJlbHUKOM OT[e]a, KOTOPbIH Ha3Hayaercs M
0CBOOOXKIAETCS OT JOJDKHOCTH MPUKA30M PEKTOpa YHUBEPCUTETA M0 MPECTaBICHHIO
HavaipHuKa Y11,

1.7. Co3nanue, peopraHu3alvs ¥ JMKBHMALMA OTJeNa OCYIIECTBIAETCH B
nopsaKe, IpeayCMOTPEHHOM Y CTaBOM YHHUBEpPCHUTETA.

1.8. ®ynxuuonuposanue OUb obecneunBaercs:

e 00sg3aTeNbHBIM y4YacTHEM BceX pabOTHHKOB OTJeNla B OpraHW3alid |
obecreyeHn  ero AesTeIbHOCTH;

® UCIOJIHEHHWEM BCceMU paboTHHKaMH oTAena pemeHuit Ydenoro Cosera

YHUBEpPCUTETa, PYKOBOJICTBA YHHBEPCUTETAa U PACTIOPSIKEHUI HavyalbHUKA OT/ENA.
1.9. IInanupoBanue pesrensHocTd OWDB ocymiecTBnsercs Ha OCHOBaHWUU

pa3paboTaHHBIX METOAMK U MEPOTIPHUATUI Ha KaJleHJapHbIH To.

1.10. OtuerHocts OMDB BKITIOYaeT B ceds:

® IIHCHMEHHBIN OTYET O MPOJIeNIaHHON paboTe 3a npome,umi«ﬁ r'OJI, €XEr0/THO B
IIepBOM KBapTajle KaJleHIapHOro rojga HadanbHUKy Y1I;

® YCTHBIM OTUET, MpeACTaBIseMblid HadanbHUKY Y1 B TeKyleM mopsaxe.

2. IEJIH 1 OCHOBHBIE 3AJIAYHA

2.1. lestensrocts OUDB HanpasieHa Ha:

— MCKIIOYEHHe WM CyIIECTBEHHOE CHIKEHHWE HEraTHBHBIX II0CIEICTBHIA
(ymepba) B OTHOIIEHUH YHHUBEPCUTETA BCIEICTBHE HapylmeHUs (QyHKIIMOHMPOBAHUS
HH()OPMAIMOHHBIX CHCTeM, HH(MOPMAIHOHHO-TEIEKOMMYHHUKALHOHHBIX CeTed H
aBTOMATU3UPOBAHHBIX CHCTEM YIpaBlIeHHs (Iajiee — CUCTEMBI U CETH) B pe3yibTaTe
peanu3auud yrpo3 6e30macHoCTH HHPOPMALIHH.

— obecrieyeHne KOHQUASHIMATBHOCTH HHGOpPMAIMHM, JHOCTYI K KOTOpOH
OrpaHHYeH B COOTBETCTBHH ¢ 3aKOHOAaTenbcTBoM Poccuiickoi denepany.

— MOBBILICHHE 3AIIUMIIEHHOCTH YHUBEPCUTETa OT BO3MOXKHOIO HAaHECEHUS
MaTepHalbHOro, PeMyTallHOHHOTO WIH HHOTO yiiepba MmocpeIcTBOM Cay4aiHOro Wiy
NpeHaMEpEeHHOr0  HECaHKIHOHHPOBAHHOIO  BMeIIATEeNbCTBA B IIPOLECC
(GYHKIHOHHPOBAHHS CHCTEM W ceTeil YHHBEpCHUTETa WM HECaHKIMOHMPOBAaHHOTO
JOCTYNa K MMPKYIHPYIOIIeH B HUX MH(GOPMALMH U €€ HECAHKIMOHMPOBAHHOIO
HCTIOJIB30BAHUA.

— obecnieueHne HaueXKHOCTH MU 3(QdexkTHBHOCTH (QYHKUMOHMPOBAHUSA U
6e30MacHOCTH CHUCTEM W ceTell, MPOU3BOJCTBEHHBIX MPOLECCOB H HHOOPMALHOHHO-
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TEXHOJIOrHYeCKOH HHMPaCTPYKTYpsl Y HUBEpCHTETA.

— obecreyenne BBINIONHEHUs1 TpeGoBaHwii Mo MHpOpMaANMOHHO# Ge3omacHOCTH
NP CO3JaHMM U (YHKIMOHHPOBAHHMH CHCTEM H ceTed W HH(pOPMAIHMOHHO-
TeJIEKOMMYHHKALIMOHHON HHPPACTPYKTYphl Y HUBEPCUTETA.

2.2. OcHoBHBIMHY 3a1auamu gestenbHocty OUD sBnsioTeA:

— JIAaHWpOBaHMWe, OpraHu3al|s M KoopauHamua pabor mo obecrnedyeHuro
nH(popMaHOHHOH 6e30NaCHOCTH U KOHTPOJIb 32 €€ COCTOSTHHEM B Y HUBEPCHTETE.

— BBIABJICHHE Yrpo3 Oe3omnacHOCTH WH(GOpPMaUUM M YSI3BUMOCTEH CHCTEM M
ceTel, MporpaMMHOT0 obecreYeHns H IPOrpaMMHO-aNNapaTHbIX CPEJICTB.

— NpeJoTBpallleHue YTeYKH HMHGPOPMAlMH II0 TEXHHYECKHM KaHajaMm,
HECAHKI[HOHMPOBAHHOTO JIOCTyTIa K Hel, ClielIHaIbHBIX BO3IEHCTBHI Ha HH(OPMALINIO
(nocurenu uHpoOpManMM) B LemIX ee NOOBIBaHHSA, YHHUYTOKEHHS, HCKOKEHHS H
OIOKMpPOBaHMs IOCTYTIA K HEH.

— NoZlJiep>KaHue CTaOMIBHOH NeATebHOCTH M INPOHM3BOACTBEHHBIX IPOLIECCOB
VYHuBepcUTETa B CiIy4ae NpoBeJeHHs KOMITBIOTEPHBIX aTak.

— B3auMoJielicTBue ¢ HanuoHanpHBIM KOOPAMHALMOHHBIM IIEHTPOM 110
KOMIIBIOTEPHBIM HHIHAECHTAM.

— obecrieyeHHe  HOPMATHBHO-TIPAaBOBOTO  OOECMEeYeHHs]  MCIOJB30BaHMUS
HH(OPMAIMOHHBIX PECYPCOB.

3. ®YHKIUMA

3.1. OMUb BeinomnHsAeT cnenyomue GpyHKIHH:

3.1.1 Pa3pabotka, KoopAMHaUWA, yIpaBieHHE M KOHTPOJIb 33 peanu3anueit
miaHa (mporpamMmbl) paboT mo ofecrnedeHuio WH(pOpMaIMOHHOW 6Ge3omacHoCTH B
YHuBepcHTETE;

3.1.2 PaspaboTka mnpeioKeHHH IO COBEPIICHCTBOBAHHMIO OPraHH3ALMOHHO-
pacnopsANTENbHBIX JOKYMEHTOB 110 00ecreuyeHu0 HHPOPMAIHOHHOM 0€3011aCHOCTH 1
npencrasieHue MX Pexropy umnm pabGoTHuKy YHHBepcUTETa, OTBETCTBEHHOMY 3a
obecneuenne HHHOPMALIMOHHOM 0€30TIACHOCTH B Y HUBEPCHTETE;

3.1.3 BhisiB/ieHHe ¥ TIPOBEJICHHE aHANM3a Yrpo3 6e30macHoCTH HHPOPMALMY B
OTHOILIECHHHM YHHBEPCHTETa, YSA3BUMOCTeH CHCTeM MW ceTell, [pPOrpaMMHOIO
obecrniedeHuss MPOrpaMMHO-aNNapaTHEIX CPEACTB U PUHSATHE Mep 110 MX YCTPaHEHHIO;

3.1.4 ObecriedeHHe B COOTBETCTBHH C TPeOOBAHHSAMH 110 HH(OPMAIHOHHOM
6e30macHOCTH, B TOM YHCJIE C LENbI0 MCKIIOYEHHS (HEBO3MOXKHOCTH peaH3alliH)
HETaTHBHBIX TMIOCIEICTBHM, pa3spabOTKH M peajnu3allid OPTaHHW3allMOHHBIX MEp M
NPHUMEHEHMs CPeICTB obecrieyeHns HHPpOpMAIMOHHOM 6e30macHoCTH;
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3.1.5 OGHapyxeHue, MpeAynpexiceHHe U  JHUKBUAAIMS  IOCIEeACTBUIMA
KOMITBEOTEPHBIX aTaK M pearupoBaHHE Ha KOMIIBIOTEPHbIE HHIIMICHTHI;

3.1.6 IlpeacraBnenne B HauuoHampHBIN KOOPAMHALMOHHBIM WEHTP IO
KOMITBIOTEPHBIM ~ WHIMICHTAaM MHGOpPMALlMd O BBIABICHHBIX KOMIIBIOTEPHBIX
UHLU/IEHTAX;

3.1.7 Ucnionnenue ykaszaHuii, naHHbix DenepanbHoit cimyx6oil OezomacHOCTH
Poccuiickoit @enepanuy U ee TEppUTOPUHAIBHBIMU opraHamMu, ®exepanbHol cimyx0oit
M0 TEeXHHYECKOMY M OJKCIOPTHOMY KOHTPONIO MO pe3yJlbTaTaM MOHUTOPHUHIA
3AIIUINEHHOCTH HH()OPMAIMOHHBIX PeCypcoB, MPHHAIIEKAIINUX YHHUBEPCUTETY THOO
HCTIONIb3yeMBIX YHHUBEPCHTETOM, AOCTYN K KOTOPBHIM O0ecneduBaeTCs MOCPENCTBOM
HCIIOb30BaHUs HH(OPMAIIHOHHO-TEJICKOMMYHHUKAaLIMOHHOM ceTn « MHTEpHETY;

3.1.8 IIpoBeneHue aHaMM3a ¥ KOHTPOJIS 32 COCTOSIHUEM 3aIUIIEHHOCTH CUCTEM
U ceTeil U pa3paboTka MpeUIoKeHU 1Mo MOIepHU3aIH (TpaHChOpPMAIHK) OCHOBHBIX
IPOLECCOB YHUBEPCUTETA B LieNsX obecriedeHus HHPOpMALlMOHHOH 0€301MacHOCTH;

3.1.9 IlogrotoBka OT4YETOB O COCTOSSHMM paboT Mo  obecnedeHH o
HHPOPMALHOHHOK 6€30IacHOCTH B Y HUBEPCUTETA;

3.1.10 Opranusanus pa3BUTHS HABHIKOB 0€30MaCHOTO MOBEACHUS, B TOM YUCIIE
MPOBeICHHE 3aHATHH C PYKOBOISIIUM COCTaBOM M paOOTHHKAaMH YHHUBEpPCHTETa IO
BoIpocaM obecrieyeHust HHPOPMALUOHHON 6e3011aCHOCTH;

3.1.11 B3aumopeiictBue ¢ pabOTHUKaMH YHHMBEPCHUTETa, OTBETCTBEHHBIMU 3a
oGecreueHre 6e30MaCHOCTH MEPCOHANBHBIX JaHHBIX U B MH()OPMALMOHHBIX CUCTEMaX
IePCOHAIBHBIX JaHHBIX [PU PELIEHHH BOIPOCOB, CBA3AaHHBIX C CO3J1aHHEM CHCTEMEI
3aIIUTHl HHOOpMAIM UH(QOPMALMOHHBIX CHCTEM, MX 3KCILTyaTaldel U BBIBOJOM M3
JKCILTyaTaluu.

3.1.12 BeimosiHeHHEe HHBIX (YHKLMH, HCXOAS M3 IIOCTABICHHBIX PYKOBOICTBOM
mejeit M 3amad B paMkax obecrnedeHus WHGOPMaUUMOHHON Oe30macHOCTH B
YHuBepcuTere.

4. [IPABA

4.1. C uensto peanuzauu ¢yakuuii OUb umeer npaso:

— 3HAKOMHUTBHCS C JIOKAJIBHBIMH aKTaMH YHHBEPCHTETa, PErIaMEeHTHPYIOIUMU
npouecchl 00paboTKH HHMOPMALIHH.

— 3anpamuBaTh M MOJy4aTh B YCTaHOBICHHOM IMOPSAKE AOCTYN K paboTam H
JIOKYMEHTaM CTPYKTYPHBIX TOApa3felieHuii YHUBEpCUTeTa, HEOOXOAUMBIM JUIs
TNPUHATHS PEILIEHMH 10 BCeM BOMPOcaM, OTHECEHHBIM K KoMreTeHuH OWbB.

— FOTOBUTh MpPEVIOKEHHS O [pPUBIEYEHHH K IPOBEIEHUIO paboT 10
obecredeHn0 MHGOPMALMOHHOH 0€30MacHOCTH OpraHH3alMH, HMEIOIIHX JHLEH3UH
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Ha COOTBETCTBYIOIIMHA BUJ 1€ATEILHOCTH.

— KOHTPOJIUPOBAaTh ESTeNbHOCTh JIIOOOT0 CTPYKTYPHOIrO TOApa3iesieHus
VHuBepcuTeTa NO BbINOJHEHUIO TpeboBaHMH K OOecreYeHHI0 HH()OPMALMOHHOM
Oe30macHOCTH.

— IIOCTOSIHHO NOBBIILIATh NPO(eCCHOHANbHbIE KOMIIETEHIIMH, 3HAaHHSA H HaBbIKH
paboTHHKOB B 06nacTu obecrieyenust ”HGOPMAIMOHHOM 6€30macHOCTH.

—y4acTBOBaTh B  IIpe/leJlax CBOeH  KOMIIETEHLIMH B  OTpAacieBbIX,
MEXOTPAC/IeBbIX, MEXKPErHOHAJIBHBIX M MEXIYHAPOAHBIX BHICTABKaX, CEMUHAPaX,
KoH(pepeHIHAX, B paboTe MEXKBEIOMCTBEHHBIX pabouMxX TpyNI, OTpPacieBbIX
9KCIIEPTHBIX COOOINECTB, MEXKAYHAPOAHBIX OPraHOB M OPraHU3alHil.

—y4dacTBoBaTh B pabore KoMMCCHH VYHHBepcHTeTa NpPH PacCMOTPEHHH
BOIIPOCOB obecnieyeHns HHPOPMALMOHHOM 06€30MacHOCTH.

— BHOCUTh TIPE/IJIOKEHHs PYKOBOJACTBY YHHBEPCHUTETa O IIPHOCTAHOBJIEHHUH
pabor B ciyyae oOHapyxeHuUs hakTa HapylIeHHs] HHPOPMAaLMOHHOM 6e30I1aCHOCTH.

— BHOCHTh TPEJCTAaBICHHUS pPYKOBOACTBY YHHBEPCHTET2 B OTHOLIEHUH
paboTHHKOB YHHBepcHTeTa IpH OOHApY)KeHHH (AaKTOB HapylIeHHs paOOTHHKAMH
YCTaHOBJEHHBIX TpeboBaHMii Oe3omacHOCTH HWHGpOpPMAIMHM, B TOM 4YHCIIEe
X0/1aTalCTBOBATEL O NPHBIICYECHHH yKa3aHHbIX PaOOTHHUKOB K aIMHHHCTPATHBHOMN MM
YTIOJIOBHOM OTBETCTBEHHOCTH.

— BHOCHTh Ha pacCMOTPEHHE DPYKOBOZCTBY YHMBEpPCHTETa IPEMJIOKEHHS I10
Bonpocam fesitenibHoctu OUB.

— obpamarecs 32 HEOOXOJMMBIMK pa3bsACHEHHSIMHM IO BompocaMm o6paboTku
NIePCOHANIBHBIX  JAHHBIX K OTBETCTBEHHOMY 3a OpraHu3auuio  o0paborku
NIePCOHATBHBIX TaHHBIX.

S. OPTAHU3AIIMOHHAS CTPYKTYPA, B3BAUMOOTHOULIEHUS U
CBA3U C APYTUMH NOAPA3AEJTEHUSMHA

5.1. CocTaB ¥ IITaTHYIO YHCIEHHOCTh OTJeNia HHPOPMALMOHHOM 6e301acHOCTH
YTBEPXKIAET pPEKTOpP HCXOAsS M3 YCIOBHH H OCOOEHHOCTEH [I€ATENBHOCTH 110
NpeJCTaBICHAIO HaYaJlbHUKA OT/AEJa ¥ MO COIVIaCOBAHMIO C IJIAHOBO-3KOHOMHYECKHUM
yIpaBlIeHHEM.

5.2. B cocraB oTzena BXOAST WHXXeHEpbl HMH(OPMALMOHHON 0€30MacHOCTH,
OTBEYAlOlIHEe 3a OTAENbHbE HampaBieHHs B pabore (3a aHaANIM3 COCTOSHUA
uHpopManMoHHbIX 6a3, ompejeneHre TpeGOBaHMM K 3aLIMIEHHOCTH Pa3IHYHBIX
NOJCHCTEM aBTOMATH3UPOBAHHOM CHCTEMBI YHHWBEPCHTETa M BHIOOpP METONOB
cpencts obecrieyeHHMs HMX 3allUThl, a TakkKe 3a pa3paboTKy HeoOXOAUMbIX
HOPMaTHBHO-METONUYECKHX H OpPraHM3allHOHHO-PAcIOPSAUTENbHBIX JJOKYMEHTOB I10
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BonpocaM ofecredeHuss MH(MOpMaUMOHHON Oe3omacHocTH; 32 3ddexTrBHOE
MpUMeHEHUEe W aJIMUHUCTPUPOBAHHUE IITATHBIX IUIA ONEPALMOHHBIX CHCTEM H CHCTEM
ynpaBjieHuss 0a3aMi JaHHBIX M JONOJIHHTEIbHBIX CIEIHATM3MPOBAHHBIX CPEICTB
3alUTHl ¥ aHATM3a 3alUIIEHHOCTH PECypPCOB aBTOMAaTH3HPOBAaHHBIX CHCTEM).

5.3. [oxpa3neneHue OCYIIECTBISIET CBOU NOJIHOMOYHs BO B3aUMOJEHCTBHM CO
CTPYKTYPHBIMH TIOJpa3/ieIecHHsIMH YHUBEpCUTeTa, a TakKe B Ipeleliax CBOeH
KOMITETEHIIHH ¢ HHBIMH OpraHaMH (OpraHHU3alUsAMH) U TPaXJIaHaMH B YCTaHOBJIEHHOM
HOpsfIKe.

5.4. ITo yka3aHHIO pyKOBOJCTBAa YHHUBEPCHTETA OCYIIECTBIISAECT B3aUMO/IEICTBYE
¢ ®epepanbHoit ciyx6oit GezonmacHoct Poccuiickoit ®enepauuu, DenepanbHoi
CITy)GO0M 10 TEXHHYECKOMY H HKCIIOPTHOMY KOHTPOIIO i MUHHCTEPCTBOM LIH(PPOBOTo
pa3BUTHS, CBS3H U MAacCOBBIX KoMMyHHKauuii Poccuiickoii Menepanuu mno Bompocam
uHpOpPMaLMOHHON 6e30MacHOCTH.

6. OTBETCTBEHHOCTH

6.1. PaGotHuku [Togpa3zneneHus HECYT OTBETCTBEHHOCTh 3a:

— HEHaJUIeXalllee BBIMOJHEHWE BO3JIOKEHHBIX Ha HHUX OOS3aHHOCTEH B
COOTBETCTBUH C YTBEPXXIEHHBIMH JODKHOCTHBIMH HHCTPYKLMAMH M HACTOSIIMM
[Tonoxenuem.

— pasriamieHde WH(pOpManuH B Tpejenax, YCTaHOBIEHHBIX ICHCTBYIOIIHUM
a/IMMHHCTPATHBHBIM, YTOJIOBHBIM M Ipa)kJaHCKUM 3aKoHoAaTelbcTBOM Poccuiickoi
Denepalv. \

— HecoOMmoneHne TpeOOBaHUM  JIOKAIbHBIX AKTOB  YHHMBEPCHTETAa 10
obecrneyeHH0 HMHGOpPMALMOHHON 0€30MacHOCTH, B Tpelenax, YCTaHOBJICHHBIX
TPYAOBBIM IOTOBOPOM (CITy>K€OHBIM KOHTPAKTOM).
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